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amounts of data to be stored globally S fragmentiX
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Annual Size of the Global Datasphere
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.. In 2025, 49% of all data will be stored in public cloud environments.

source: IDC whitepaper “DataAge 2025”

www.fragmentix.com



Cloud storage technology and risks & fragmentiX”
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* S3 (Simple Storage Solution) is the de-facto standard for using storage in the cloud
* Established and maintained by amazon web services in 2006

e S3is the ,language” computers and humans use to ,talk” to object storage — the flat hierarchy
behind cloud storage key-value pair + metadata (optional)

* Most cloud providers offer S3 storage APl to be used by human or machine interaction

* Cloud providers and admins working there can access cloud data stored on their servers —
without a chance for the customer to even notice it

www.fragmentix.com



Cloud storage technology and risks continued S fragmentiX
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* The transport route with today's standard https encryption only offers acceptable security
for the transmitted data for the next couple of years (https encryption — asymmetric
encryption - already broken by quantum codebreakers).

* With a comprehensive monitoring of all IP packets in a region, there is a very small chance
of maintaining sovereignty over one's own data.

* The legal framework in many countries ensures that government organizations can very
easily access data stored in the cloud. Laws such as the US CLOUD ACT, which has been in
force since 2018, allow numerous government agencies to copy and outright steal data -
no matter where in the world it is stored by any US company like all of the big cloud
providers below - even completely legally within their own jurisdiction.

aws 6 Google Cloud % linode & wasabi & BACKBLAZE



Digital Sovereignty is our passion & fragmentiX”
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"We at fragmentiX are convinced that every individual human being,
every company of any size as well as every state has the right to
achieve Digital Sovereignty.

As an Austrian and European IT company, we want to ensure that every
citizen and company can effectively protect their knowledge and data
against the effects of asymmetric hybrid warfare, data theft and
industrial espionage.”

Werner Strasser

CEO, fragmentiX Storage Solutions GmbH, Austria

Chairman of the Board of Directors, fragmentiX Schweiz AG, Switzerland

www.fragmentix.com
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The mathematics and the technology behind fragmentiX fragmentiX
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We can randomly select any number of points on the straight line, depending on how many fragments are
to be created. The condition is always kept that we need any two points on the straight line to reconstruct
the secret byte.

As soon as only 1 point (i.e. 1 fragment) is present or known, the secret byte could take any value.
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The mathematics and the technology behind fragmentiX & fragmentiX
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Shamir's Secret Sharing is about splitting data into "fragments".

FragmentiX allows

- to choose how many fragments are created in total

- the minimum number of fragments needed to recover the data.

The ratio of required fragments to the total number of fragments created is called "frX-ratio".
The smallest usable frX-ratio is 2/3 (two out of three).

Optimal security - information theoretic security (ITS) - is achieved with PSS Perfect Secret Sharing (PSS).
This means that the n fragments created require a total of n times as much storage space as the original file.

This increased storage space requirement can be seen as a disadvantage, but it is the only way to achieve information
theoretic security (ITS) — even an unlimited amount of computational power can not break the code!

When using PSS, it is guaranteed that no conclusions can be drawn about the content of the original data from a
single fragment or too few fragments. This is impossible even for future quantum computers.

However, PSS can optionally be combined with other crypto-algorithms to reduce storage requirements:
Computationally Secure Secret Sharing (CSS).
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fragmentiX Storage Appliances S fragmentiX”
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LAN / user side WAN / internet side
providing network drives read and write

using SMB/NFS or S3 to/from S3 storages

protocol fragmentiX box
<P w LOCATION A

Eﬂ PLOLOAN -. 4—" LOCATION B

I l‘g’43 LOCATION C

any kind of data up to 2 TB
size per file

www.fragmentix.com 9
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fragmentiX Storage Appliances S fragmentiX”
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Each fragment is stored in its own public cloud
or local S3 storage LOCATION and only the

ool DELL owhner of the files knows where these
@ LOCATIONS —in this example A, B & C—are.

A C

If one of the fragments is stolen, it is
absolutely useless for the data thief or spy.

www.fragmentix.com
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fragmentiX hybrid federated cloud storage scenarios

fragmentiX enables its customers to freely choose the appropriate
storage LOCATION mix for each individual current or future
application:

- locally / on-premises
- with partners and like-minded affiliates and people
- using paid storage in the public cloud

... and any combination of the three possibilities
mentioned above
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Run your own S3 storage using your own network &g fragmentiX
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Dozens of local on-premises S3 storage solutions are available
(from open source & use existing hardware to global vendors)

3% TrueNAs @ ceph

e 151

www.fragmentix.com
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Use S3 storage together with partners & affiliates “"”" fragmenth
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For example research institutions like the European biobanks, can share parts of their own S3 storage
with organisations to foster agreed data collaboration and enhance data protection and privacy:

>§< BBMRI-ERIC®
l Medizinische Universitat Graz

BBMRL.it

Biobanking and
BioMolecular resources
Research Infrastructure
Italy

DEGLI STUDI

©3 UNIVERSITA’
== ONVTIN Id

BBMRI.cy 1GOCE

Biobanking and
BioMolecular resources

Research Infrastructure
Cyprus

www.fragmentix.com
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Use commercial S3 storage providers around the globe ™ ¥ fragmentiX
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Select your S3 storage providers based on the technical/commercial framework
and the applicable laws:

Yandex Cloud

There are several -
| 9 osom aws @& wasabi
thousand commercial .
{3 BACKBLAZE © GoogIeCIOL‘ linode

S3 storage providers
worldwide that are
accessible via the
Internet.

www.fragmentix.com
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Advantages of using cloud storage with fragmentiX W fragmenth
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* fragmentiX delivers a security level that no single cloud storage provider alone can offer
* With fragmentiX there is no more need to trust any single provider

* Multiple low-cost S3 storage providers — even with low service level - in combination with
fragmentiX bring a higher security and resilience level compared to expensive high end
storage providers

e Strong resilience by using frX-ratios with lots of fragments produced and only a few
needed to read back data

* Prevent cloud provider lock-in by using hybrid public / private cloud storage
from the beginning

* Future quantum computers cannot hack or decrypt fragments = quantum
safe storage -> ITS based on Shamir Secret Sharing



OpenQKD EU project UseCase Graz

l Med Uni
Graz

Location A — MedUni Graz

+ S3 Bucket
in cityom Data
Center Graz
North

S3 Bucket
. in cityom Data
¥ center Graz
South
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Public

Cloud Bucket
at e.g. backblaze

&2 fragmentiX
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Location B — LKH Graz West

KAGes
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Secret Sharing for hospitals & health professionals

>§{BBMRI-ERIC® - @

BBMRL.it

Biobanking and
Italy

BioMolecular resources
Research Infrastructure

BBMRI.cy

Biobanking and
BioMolecular resources
Research Infrastructure
Cyprus

DEGLI STUDI

EUNIVERSITA

Possible
future
federated
BBMRI
SECRET SHARIP

26 LOCATIONS
per fragmentiX CLUSTER
at your disposal

(11777

9 swisscom

Y Google Cloud

% linode

WA
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QUANTUM SAFE STORAGE SOLUTIONS

3 LOCATIONS
per frX NANO
at your disposal

Expert/MD in
home office

medical group
practice or
smaller hospitals

health app
sensor data

8 LOCATIONS
per frX ONE
at your disposal

26 LOCATIONS
per frX FOUR
at your disposal




fragmentiX product roadmap 2021 ff. & fragmentiX”
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2019 2020 2021 2021 2021 ff.
fragmentiX box fragmentiX CLUSTER fragmentiX App fragmentiX nano fragmentiX TEMPEST
for enterprises for data centers For individuals for small businesses Mil. / EU / NATO
& workgroups & enterprises & professionals Specifications

SMPC
flr frXOS
Secure Multi Party
fragmentiX ONE ) Computing
fragmentiX THREE fragmentiX CLUSTER fragmentiX home
ragmentiX FOUR . . or families & private
frag since October 2020 produced for Android & iOS for f househo IZs QKD
by DELL Technologies for
fragmentiX EU27
based on a worldwide Par' t Of a
OEM agreement EU27 initiative

22



Outlook - where we are heading

Infrastructure that is immune to the risks
of future quantum computers

* fragmentiX enables ITS for "Data on Rest"
today - no future quantum computer will be
able to decode data from a stolen fragment.

* By combining fragmentiX with QKD
(Quantum Key Distribution) devices from
partner companies as protection for "Data
on Transit", fragmentiX is able to realize the
highest currently achievable security of a
storage system for its customers.

* Post quantum protocol protection between
your fragmentiX box and selected S3
storage providers will be implemented
soon.

* Future "post quantum" encryption
algorithms will be continuously added to
the fragmentiX portfolio.

-===-" fragmenth
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Secure Multi Party Computing (SMPC)

* Today fragmentiX is the first "facilitator" to
make public cloud storage usable even for
owners of the most sensitive data sets.

* To enable joint collaboration on sensitive
data between two or more parties, SMPC
allows the "use" of records without the
need to "give" the data to other parties (e.g.
to train Al algorithms for medical diagnosis
and research).

* Gives the opportunity to cooperate with
competitors without revealing your own
trade secrets

* Brings the algorithms to the data - and not
vice versa.



Werner STRASSER, CEO & founder &2 fragmentiX
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Werner Strasser (*1965) is an Austrian entrepreneur

Training in precision engineering goday mechatronics), admin and repair of
first Unix systems in Austria, graphic / departmental supercomputing / vector
processing (today HPC), publishing and document management systems,
search technologies for public authorities (binary pattern recognition, semantic
networks, ontologies), video conferencing solutions for companies and public
authorities including military applications.

Since 1991 self-employed entrepreneur with different roles for authorities in
Austria & EU, IT security related topics, protection of data against theft,
sabotage etc.

July 2018 foundation of fragmentiX GmbH - since Sept. 2019 headquarters at
IST Austria Technology Park in Klosterneuburg, Austria.

Egggdation of fragmentiX Schweiz AG in the canton of Schwyz in Sept.

Personal vision: Enabling everyone to protect their privacy, with an emphasis
on digital sovereignty and dignity.

Close cooperation with the AIT and many years of expert work for, among
others, the Ministries of the Interior, Justice and Defense in Austria.

Unpaid voluntary teaching position for cyber recruits in "Digital Forensics" at
the Academy of the Austrian Armed Forces.

www.fragmentix.com



Memberships & strategic cooperations S fragmentiX’

DAL Technologies

MPC

ALLIANCE

REGEN VILLAGES

QUANTU SAFE STORAGE SOLUTIONS

Dell manufactures the fragmentiX CLUSTER hardware servers to our
specifications and provides worldwide mission critical support.

The security-related components and the frXOS operating system are
installed by fragmentiX. Each system comes with 5 years on premisses
support within 4 hours worldwide.

Accelerating adoption of Multi Party Computing technology
(MPC) and helping with cross-industry education and
exploration of the unlimited possibilities and use cases
enabled by MPC. https://www.mpcalliance.org/

Designing and building small, self-sustaining, regenerative,
high-tech, cloud connected ‘neighborhoods’ all around the
globe, founded by James Ehrlich, Professor at Stanford
University. https://regenvillages.com/

www.fragmentix.com



Contact us

» Werner Strasser +43 664 325 88 96
» werner.strasser@fragmentix.com

» sales@fragmentix.com
» www.fragmentix.com

Head office
fragmentiX Storage Solutions GmbH

IST Technologie Park, Ploecking 1
3400 Klosterneuburg
Austria / Europe

= www.fragmentix:com
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Swiss office
fragmentiX Schweiz AG
Calendarienweg 2
6405 Immensee
Switzerland

®
entiX

AGE SOLUTIONS

SHOR

QUANTUM SAFE

D



